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Abstract

Deliverable D6.2 reports on the technical evaluation of the SENSE system in the smart building
domain. A proof-of-concept (PoC) was implemented to demonstrate how semantic-based
explanations can support the detection of anomalous events in building operation. The initial
setup focused on one room and a single event (excessive heating demand), which was further
extended to two rooms and additional scenarios.

Based on this initial setup and a series of additional tests, the scalability, extensibility and
resilience of the SENSE system for smart buildings have been evaluated. In addition, key
requirements for the SENSE system from the point of view of a facility manager have been
identified.

The information in this document reflects only the author’s views and neither the FFG nor the Project Team is
liable for any use that may be made of the information contained therein. The information in this document
is provided “as is” without guarantee or warranty of any kind, express or implied, including but not limited to
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Executive Summary

The SENSE project aims to explain events occurring in technical systems regarding the area of
Smart Grid and Smart Buildings. The goal is to contribute to Austria’s sustainability goals by
making complex systems that underlie key (and often highly polluting) infrastructures more
efficient and user-friendly through explanations of (anomalous) events occurring in those
systems. The SENSE system developed in this project aims to make complex cyber-physical
systems (CPS) more transparent and thereby improve the performance and user acceptance
of such systems.

This deliverable reports on the technical evaluation of the SENSE system in the smart building
domain. A proof-of-concept (PoC) was implemented to demonstrate how semantic-based
explanations can support the detection of anomalous events in building operation. This initial
setup focused on one room and a single event (excessive heating demand), which was further
extended to two rooms and additional scenarios.

The evaluation showed that the SENSE system is capable of reliably detecting anomalies such
as open windows or sensor malfunctions and providing explanations that correspond to
expert assessments. Usability aspects from a facility manager’s perspective highlighted the
potential of integrating explanations into daily building operation, while underlining the need
for automation and simple interfaces.

Scalability tests indicated that extending the system to more rooms is technically feasible but
currently requires significant manual effort. Steps such as data preparation, semantic
modeling, and database configuration are time-consuming and prone to errors. However,
once standardized data formats and automated workflows are introduced, the
implementation time can be significantly reduced. It is estimated that a whole building could
be set up within one day under optimized conditions.

Extensibility tests demonstrated that the system can be adapted to handle additional events,
but that creating robust explanatory logic is complex due to the variety of influencing factors
(building physics, user behavior, weather conditions). Additional sensor data or simulation-
based reference models could further improve the accuracy of explanations.

Resilience testing confirmed that the system can handle temporary outages and out-of-range
values but struggles with missing or invalid data formats. This points to the need for improved
error-handling mechanisms in real-world applications.

From the facility management perspective, three key requirements were identified: (1)
automated implementation to reduce manual setup, (2) reliance on existing sensor
infrastructure without costly new installations, and (3) inclusion of statistical or simulation-
based analysis to benchmark building behavior.

The SENSE system provides a promising approach to increasing transparency in smart building
operation by combining event detection with semantic explanations. The PoC results
demonstrate both the feasibility and the challenges of scaling such a system to real-world
building environments. Future work will focus on automation, robustness, and integration
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into facility management workflows, thereby contributing to energy efficiency and
sustainability goals.

More detailed information on the PoC definitions, the SENSE architecture and the SENSE

technology stack implementation can be found in the respective deliverables ([1], [2], [3] and

[4]).

Deliverable 6.2 - 1.0



Table of Content

[ TS 0] YRS 2
LU [ I U SRPR 2
EXECUTIVE SUMIMIAIY ...t ssssssnsssnsnnnnns 3
1] o1 (e 1 €o | =T o | SRR 5
LIST OF FIBUIES «.eveeee ittt ettt ettt e e e et e e st e e e e s abae e e s ssbtaeeessasbaeeeenabaaeessnseeeesnns 6
A 1o} o ¥ ot f (o] o SRR 7
2 Evaluation of the Implemented POC.........oooiiiiiiiiiie et e e 8
2.1 General Performance of the Event Detection ........cccccoeeeecciiiiieeiee e, 8
2.2 General Performance of the Chatbot to Explain Events.......ccccccvvvvviieeiniieeeeniienn, 9
2.3 Usability From a Facility Manager's Perspective .......ccccvevvvveeeiviiieee e 9
o= =1 o111 4 V2SRRI 9
3.1 Steps to add a roomM tO the POC........eueeviiiiiiiiiiieeeec e 10
3.1.1 Step 1 — measurement data file (output_line_protocol.txt).......cccceevurrveennen. 10
3.1.2 Step 2 — Create a new semantic data file (system.ttl) .....cccovvevereeiiiiiiinnnnnnnen. 10
3.1.3 SEEP 3 — INFIUXFB fil@S .uueeiirieeiiii e 12
3.14 Step 4 — Generate a new docker CONtaINer .......cvveeeeiieiiiiciieeeeee e 13
3.1.5 Step 5 — Changes in influxDB — database........cccoveeeeeiieiicccineeeeie e 13
3.1.6 Step 6 — Check results in GraphDB ........ooiiiiviiiiiieeeei e 15
3.1.7 Step 7 - Visualisation in PYthon ....cevvveeeiiiiiiiiieeee e 15

3.2 (000] 0011 1= '] 0V U PURUTRRRRPP 16
33 General Performance of Extended POC...........oviieiiiii i 17

L o (=] 111 o111 5RO PR PP UUUPTRN 17
LT {11 1T o o SRS 18
5.1 Temperature SENSOF FAIlUIE .....uveviiii e e e eee e 19
5.2 UL OF TANEE ettvreeiiee ettt e e et et e e e e e e s ee bbb ar e e e s eeseesssbraeeeeeesessnnsrrrens 20
53 MisSINg @ SINGIE SENSON VAU ......ciiiiiiiie ittt e 21
5.4 MisSING Of VAU AN KEY ....ueiiiiiiiiiiiiiiie ettt e e s e 22
55 INVAlIA dta tYPE coieeiiiee i e e e s s e e s aar e e e ea 22
5.6 (070 o Yol 01 o PR 23

6  Desirable Scenarios From a Facility Manager’s Perspective .......cccccccevvciveeeinciieeecnsnnenn, 23
6.1 Automated IMplementation ... 23
6.2 Only Use Existing Measurement TEChNOIOY ......ccvveveiviiiieiniiiiee e 23
6.3 Include Statistical ANAIYSIS ....ccccuuiiiiiiiiiie e 24

T SUMMIAIY e e e e e e e e e e e e e e e e e e e aeens 25
20 £l T o Tl T EURU 26
5

Deliverable 6.2 - 1.0



N+SENSE

List of Figures

Figure 1: Schematic of the sensors and platforms that exist in the PoC Smart Building .......... 8
Figure 2: Schematic of the sensors and platforms that exist in the extended PoC Smart Building
.......................................................................................................................................... 10
Figure 3: Excerpt of the modified datafile........ccueviviiiiiiiii e 10
Figure 4: Adjustment in Platform sheet (marked in grey colour).......cccceveieevceeenceeencieeeen. 11
Figure 5: Adjustment in Sensor sheet (marked in grey colour) .......cccvcveercieevcee e, 11
Figure 6: Result from execution of python SCript.......c.cceevviiiiiiniiiiii e 12
Figure 7: Modified file - 4hrmovingaverage.fluX ........cccccvvieiiiriiiii e 12
Figure 8: Modified file - VirtualSensorafter-import.virt. flux .........ccccovveiiiniiinii e 13
Figure 9: Excerpt from config.doCker.jSON......oocuiiiiiiiiiiiicie e 13
Figure 10: Variable list in iNfIUXAD .....cooooiviiiiiiiiie e 14
Figure 11: Measured and calculated values from January till June.......ccccoovveeeieiiiiiciinneeennn.n. 14
Figure 12: Open window case in JanUary 2022 ...........uuuuueururururnmnnnrnrnernnnnsersresssnssm.... 14
Figure 13: Open window cases from January till June 2022 ......ccceevveeiviiciiireeeeeeeeieeireeeeeen, 15
Figure 14: Threshold1 (Room3.16) and Threshold2 (ROOM3.15) .......ccovvvvrrrerieeeeriiiirrreeenenen. 15
Figure 15: Results from the GraphDB-query (http://localhost:7200/spargl)......cccceeeeeevvennne. 15
Figure 16: Visualization of GraphDB results with Plotly (Python), period from January 1% till
FEDrUAIY 1211 2022 ...ttt ettt s ettt et sa et et e saesnesreeneenens 16
Figure 17 Measurement value of Wingl14 in influxDB, test case missing sensors values from
08aM 10 L0aM. oot 19
Figure 18: Visualization of GraphDB results with Plotly (Python) with the measurement outage
.......................................................................................................................................... 20
Figure 19: Measurement value of Wing14 in influxDB with sensors out of range. ................ 20
Figure 23: Visualization of GraphDB results with Plotly (Python) with the condition sensor out
(o) B -1 oY= PSPPSR 21
Figure 21: Error during initialization with missing value ........ccccccuveiiiriiiiiiniiiee e, 21
Figure 22: Empty influxDB database due to the missing measurement value...........cccuc..... 22
Figure 23: Error during initialization with missing value and Key........ccccccevviveiiiniiieiiniiieennns 22
6

Deliverable 6.2 - 1.0



«?
-\

%> SENSE

1 Introduction

The SENSE project aims to explain events occurring in technical systems regarding the area of
Smart Grid and Smart Buildings. In the case of smart buildings, technical systems can be quite
complex consisting of many different systems such as heating, cooling, ventilation and air-
conditioning systems as well as shading systems for the windows.

This deliverable reports on the technical evaluation of the SENSE system in the smart building
domain. A proof-of-concept (PoC) was implemented to demonstrate how semantic-based
explanations can support the detection of anomalous events in building operation. The initial
setup focused on one room and a single event (excessive heating demand), which was further
extended to two rooms and additional scenarios to test the workflow and the scalability.

In the following chapters, the status of the developed system to explain events in cyber-
physical systems is evaluated for the case of smart buildings.

In chapter 2, the implemented PoC is evaluated. Chapter 3 is dedicated to the question of
scalability. The PoC has been extended to more rooms and more sensors also giving an
estimation of the effort that would be needed for a large office building.

In chapter 4, the extensibility of the system to different explanations and different events to
be explained is discussed. Resilience tests against sensor errors have been executed and are
described in chapter 5.

Finally in chapter 6, the usability of the system from the perspective of a user (the facility

manager) is examined and key requirements for the application of the system in a real-world
environment are identified.
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2 Evaluation of the Implemented PoC

Because buildings are very complex and are influenced by the environmental conditions as
well as the user behavior, the SENSE system has been applied to a simple case as a proof of
concept (PoC). The PoC consisting of one meeting room and one event to detect has been
implemented in the SENSE system. The event to be detected is the fact that in the room
significantly more heating energy is consumed than usual. In parallel, two different types of
events were detected that can be possible explanations for too much energy being consumed
in that room.

- A window has been left open. This can be detected by means of a window contact.
But this is only considered an event if the window stays open for more than two hours.
Opening the window for shorter periods for ventilation purposes should not trigger
an event.

- The temperature sensor in the room that is used to control the heating system is
broken. It shows a constant value over a long period of time (4 hours). In normal
operation, temperatures never stay exactly constant, but they vary slightly.

Infineon
building

Figure 1: Schematic of the sensors and platforms that exist in the PoC Smart Building

2.1 General Performance of the Event Detection

For the development of the SENSE stack in the smart-building use case, a three-months period
of data from SmartBuilding was thoroughly analyzed regarding the events mentioned above
by domain experts. All events in the three-month period were labeled manually.

The first step of the evaluation was therefore to verify that all the events which were detected
via this manual inspection were also detected by the SENSE system

The SENSE system successfully identified most events that had been detected during manual
inspection, including cases of excessive heating demand and open windows. The detection
logic proved to be robust for the defined use case, although limitations were observed in
cases where sensor data were incomplete or ambiguous. Overall, the results demonstrate
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that the system can provide reliable event detection in a real building environment, thereby
validating the chosen methodological approach.

2.2 General Performance of the Chatbot to Explain Events

The chatbot developed within the SENSE framework was evaluated regarding its ability to
provide meaningful explanations of detected events. The explanations generated by the
system were compared with those of domain experts. The results show that the chatbot can
reproduce expert-level reasoning for simple cases and helps to bridge the gap between
technical data analysis and user understanding. This functionality is essential for supporting
facility managers, as it enables them to quickly access explanations in natural language
without requiring detailed technical knowledge of the underlying data processing or semantic
models. The chatbot therefore contributes significantly to the usability and acceptance of the
SENSE system.

However, in the current state of development, the user must ask the chatbot pre-defined
guestions. Changing the wording a little bit can lead to wrong answers. Also, when asking for
events in a certain period of time rather than just the last events, results were not always
correct. Further development is needed to facilitate communication between the user and
the chatbot.

2.3 Usability From a Facility Manager's Perspective

Facility managers are primarily focused on restoring normal building operation when faults
occur. Their backgrounds are diverse but typically grounded in technical or craft-based
training. While they are familiar with building systems and tools such as MS Office, their IT
expertise is usually limited, and knowledge of semantic technologies is absent. Facility
managers are accustomed to routinely filling out spreadsheets, which they perceive as a
manageable task. However, they often lack sensitivity to the implications of incorrect data
entries.

For this user group, the usability of the SENSE system is essential. Interfaces must remain
simple and robust, with automated checks to minimize the impact of errors. Explanations
should be provided in clear, non-technical language, enabling facility managers to benefit
from the system without requiring advanced IT training.

3 Scalability

The proof-of-concept scenario described in the previous chapter was extended to two rooms
to test the scalability of the system. The structure including the additional sensors and
platforms is shown in Figure 2.

Deliverable 6.2 - 1.0



*
nZe
(3

SENSE

Infinean
building

AHU.

mesting

rooms
y Weather
\ station

Room Infinecn

3.16 ‘//

z1 Wi 217A
gl y ir8

Figure 2: Schematic of the sensors and platforms that exist in the extended PoC Smart Building

3.1 Stepstoaddaroom tothe PoC

3.1.1 Step 1 - measurement data file (output_line_protocol.txt)

Get the measured values of the desired additional room, e.g. room 3.16. The room has one
temperature sensor (Z1Tairl8), two windows (Z1Wingl5 and Z1Wingl16) and a heat meter
(Z1Heat05P). Create a new datafile “output_line_protocol.txt” starting with the indicator
“smartbuilding” in the first column, the measured values and the unix timestamp in the last
column. The expected duration to get the measured data, running a python script to create
the described data formatting and to copy the new datafile to the smart building folder is
estimated to 15 minutes. Figure 3 shows an excerpt of the new data file.

smartbuilding AmbTAir01=-
smartbuilding AmbTAir01=-
smartbuilding AmbTAir01=-
smartbuilding AmbTAir@1=-
smartbuilding AmbTAir01=-

0.267,Z1TA1r15=23.037,Z1TA1r18=23.014,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995200000000000
0.3,Z1TA1r15=23.064,Z1TA1r18=23.003,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995260000000000
0.367,Z1TA1r15=23.049,71TA1r18=22.981,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995320000000000
0.4,71TA1r15=23.062,7Z1TA1r18=23.007,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995380000000000
0.4,Z1TAir15=23.085,Z1TA1r18=22.978,Z1Wing14=0,7Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995440000000000
smartbuilding AmbTA1r01=-0.4,Z1TAir15=23.072,Z1TA1r18=23.006,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995500000000000
smartbuilding AmbTAir01=-0.4,71TAir15=23.074,71TA1r18=23.001,71Wing14=0,71Wing15=0,71Wing16=0,71Heat®4P=0,71Heat®5P=0 1640995560000000000
smartbuilding AmbTAir01=-0.4,Z1TAir15=23.06,Z1TA1r18=22.974,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995620000000000
smartbuilding AmbTAir01=-0.4,Z1TAir15=23.037,Z1TA1r18=22.986,7Z1Wing14=0,7Z1Wing15=0,71Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995680000000000
smartbuilding AmbTA1r01=-0.4,Z1TAir15=23.006,Z1TA1r18=22.995,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995740000000000
smartbuilding AmbTA1r@1=-0.4,Z1TAir15=22.996,Z1TA1r18=23.002,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995800000000000
smartbuilding AmbTA1r01=-0.4,Z1TAir15=22.982,71TA1r18=23.018,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995860000000000
smartbuilding AmbTA1r01=-0.4,Z1TAir15=22.977,Z1TA1r18=22.974,Z1Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat05P=0 1640995920000000000
smartbuilding AmbTAir01=-0.4,Z1TAir15=22.968,Z1TA1r18=22.948,71Wing14=0,Z1Wing15=0,Z1Wing16=0,Z1Heat04P=0,Z1Heat®5P=0 1640995980000000000

Figure 3: Excerpt of the modified datafile

3.1.2 Step 2 — Create a new semantic data file (system.ttl)

The additional room and the sensors names from the previous step have to be added to the
spreadsheet SystemData.xlsx, in the Platforms sheet (Figure 4) and the Sensor sheet (Figure
5).

10
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A B C
1 Platform PlatformType hostedBy_Platform
2 Infineonbuilding Building
3 |AHUmeetingrooms AHU Infineonbuilding
4 |\weatherStationInfineon weatherStation Infineonbuilding
5 |[Room3.16 Room AHUmeetingrooms
6 |Room3.15 Room AHUmeetingrooms
7 \windowWing14 Window Room3.16
8 windowWing15 Window Room3.15
9 |windowWing16 Window Room3.15
10
Figure 4: Adjustment in Platform sheet (marked in grey colour)
A B C D E
1 Sensor hostedBy_Platform observes_ObservableProperty Timeseriesld
2 Z1Heat04P Room3.16 i room ilding, field=Z1Heat04P
3 Z1HeatO5P Room3.15 ilding,field=Z1Heat05P
4 |AmbTAIr01 weather i eon AmbientT ildil Air01
5 Z1Wing14 windowWing14 WindowsState measurement=: smarlbul\dlng field=Z1Wing14
6 Z1Wing15 Room3.15 Room’ field=Z1Wing15
7 Z1Wing16 Room3.15 Room’ ilding,field=21Wing16
8 Z1TAIr15 Room3.16 Room’ ing,field=Z1TAir15
9 Z1TAIr8 Room3.15 Room’ ilding,field=Z1TAir18
10 DiffHeatingThreshold1 Room3.16 HeatDi field=DiffHeatingThreshold1  =Z1Heat04P (4 hour average) - ( -0,02 AmbTAir01(4 hour average +0,7))
11 DiffHeatingThreshold2 Room3.15 HeatDi i ilding, field=Difft ing’ =Z (4 hour average) - (-0,0288461 AmbTAIr01(4 hour average +1,2692312))

Figure 5: Adjustment in Sensor sheet (marked in grey colour)

Move to the folder: smart-building/infrastructure/knowledgebase

Check that the Python-script “XLSXtoTTL.py” is available in this folder.

Open the virtual environment: smart-building/infrastructure/knowledgebase$S source
.venv/bin/activate

Run the following command in the terminal:

python3 XLSXtoTTL.py "http://example.org/smartbuilding#" \
/SystemData.xlsx |
./data/system-data.ttl |
--shacl-path ./shacl/additional-validation-rules.ttl |
--shacl-reasoning-path ./shacl/additional-event-reasoning.ttl

The resulting message shown
(.venv) NG r $ python3 XLSXtoTTL.py "http://example.org/smartbuilding#" \
./SystemData.xlsx \
./data/system-data.ttl \
--shacl-path ./shacl/additional-validation-rules.ttl \
--shacl-reasoning-path ./shacl/additional-event-reasoning.ttl
The ObservableProperty HeatDiff Radiator has not been defined as an Observable Property yet!
The Platform Type window has not been defined as a Platform Type yet
Conforms: True
Results Graph:
refix sh: <http:/ .w3.org/ns/shacl#> .
fix xsd: <http://: w3.0rq/2001/XMLSchema#>

[] a sh:ValidationReport ;
sh:conforms true .

Results Text:
Validation Report
Conforms: True

Ontology serialized to ./data/system-data.ttl

Figure 6. Then close the virtual environment (cmd: deactivate).

11
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(.venv) NG $ python3 XLSXtoTTL.py "http://example.org/smartbuilding#" \
./SystemData.xlsx \
./data/system-data.ttl \
--shacl-path ./shacl/additional-validation-rules.ttl \
--shacl-reasoning-path ./shacl/additional-event-reasoning.ttl
The ObservableProperty HeatDiff Radiator has not been defined as an Observable Property yet!
The Platform Type window has not been defined as a Platform Type yet
Conforms: ue
Results Graph:
@prefix sh: < 2/ /w 3.0rg/ns/shacl#>
refix xsd: < :// .org/2 MLSchema#> .

[] a sh:ValidationReport ;
sh:conforms true .

Results Text:
Validation Report
Conforms: True

Ontology serialized to ./data/system-data.ttl

Figure 6: Result from execution of python script

3.1.3 Step 3 — InfluxFB files

The first file 4hrmovingaverage.flux creates the 4-hour moving average values of the ambient
air (AmbTair01) and the heating power (Z1Heat04P). Here the value of the heating power of
the new room (Z1Heat05_P) is added.

|> map(fn: (r) ‘:.>“({r with o
_time: r._time, /| Preserve _time for "to()"
_value: r._value, // Use the mean value from aggregatelWindow

)
Figure 7: Modlified file - 4hrmovingaverage.flux

The second file VirtualSensorafter-import.virt.flux creates the virtual sensors for the heating
system, which calculates the threshold value of a too high or too low heating power of the
room. Therefore, the coefficients of the equations must be adapted for room 3.16. The
resulting script is shown below.

12
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s map(ﬁQT.YF; -l A
_time: r._time,

|> map(fn: (r) => ({
_time: r._time,

_fleld: "C
_measurement

19D

Figure 8: Modified file - VirtualSensorafter-import.virt.flux

3.1.4 Step 4 - Generate a new docker container

First the file “config.docker.json” must be modified to consider the increased measurement
period starting from January till June. In Figure 9 an excerpt of this file, with the changed
values, is shown.

"data-ingestion": {
"mode": "replay",
'STartAt': "2022-01-91790:00:00",

"stopAt": "2022-06-01T00:00:00",

eeccoboces

"stopAction": "repeat",

"deltalnSeconds": 6000,

! sleepInSeconds S|

},

Figure 9: Excerpt from config.docker.json

Move to the folder: smartbuilding (cd smart-building/)
And rebuild the container influxdb and influxdb-writer (sudo docker-compose build)

3.1.5 Step 5-Changes in influxDB — database

After starting the SENSE system (sudo docker-compose up), the influxdb database
(http://localhost:8086) is created and the modified scripts are executed. This might take some
minutes until the 4-hour moving-average values (ending with “4hr_avg”) and the threshold
values (DiffHeatingThreshold) appear (Figure 10), as well as in Figure 11 which show the
measured and calculated data.

13
Deliverable 6.2 - 1.0



Filter

_measurement

smartbuilding

_monitoring

v smartbuilding AmbTAir01
_tasks

+ Create Bucket AmbTAir@1_4hr_avg
DiffHeatingThreshold1
DiffHeatingThreshold2
Z1Heat04P
Z1Heat@4P_4hr_avg
Z1Heat@5P
Z1Heat@5P_4hr_avg

Z1TAir15

Z7ATAS =10

Figure 10: Variable list in influxdb

2:01:0101:00:00 2022-02-01 01:00:00 2022.03-0101:00:00 2022-04-0102:00:00

Figure 11: Measured and calculated values from January till June

Open Window case:

The open window case was evaluated in both rooms (Room3.15 & Room3.16)
* Wingl4 (Room 3.16) 03.01.2022 08:00-12:00 - Recognised
*  Wing 15 (Room 3.15) 03.01.2022 13:00-17:00 - Not Recognised

Figure 12: Open window case in January 2022

Figure 13 shows all window cases from January till June 2022.
e Wing 16 (Room 3.15) 09.02.2022-11.02.2022 - Not Recognised

14
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Figure 13: Open window cases from January till June 2022

High heating demand event
The event of a high heating demand, indicated by a change of the Threshold to positive or
negative values are shown in Figure 14 (February till March 2022)

» DiffHeatingThreshold1l (Room3.16): 11.02.2022 11:30 to 03.03.2022 09:45

e DiffHeatingThreshold2 (Room3.15): 09.02.2022 10:40 to 11.02.2022 14:00

Figure 14: Threshold1 (Room3.16) and Threshold2 (Room3.15)

3.1.6 Step 6 — Check results in GraphDB

SPARQL Query & Update o Eatoronly et [

Unnamed X Unnamed X no_temp X @

wncre
?0bs sos sult ?event ;
ime ?time ;
perty ?observedProperty ;
> ?procedure .

FILTER NOT EXISTS {
20bs2 sosa:hasResult ?event ;
sosa:observedProperty 20p2 .
FILTER(CONTAINS(STR(20p2), "RoomTemperature"))
¥

T
ORDER BY ?event ?time m

keyboard shortcuts

¥ & 03

Showing results from 1 to 3 of 3. Query took 0.3s, today at 17:15.
event s time s observedProperty s procedure s
closedWindowEvent_722533d9-1b37-4ef2-8fef- 2022-01-03T11:01:00+00:00° WindowState windowWing14_closedWindowEvent
bb3675585e70
lowEvent_8401da80-5d47-4635-8418 '2022-01-01T00:00:00+00:00° WindowState windowWing14_closedWindowEvent
.openhourWindowEvent_c5bddc88-f575-4ab6-a53b- 2022-01-03T09:00:00+00:00° WindowState windowWing14_openhourWin

c9eaf3ach2ed

Figure 15: Results from the GraphDB-query (http://localhost:7200/sparql)

3.1.7 Step 7 - Visualisation in Python
A python script was used to evaluate the results from GraphDB.
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Figure 16: Visualization of GraphDB results with Plotly (Python), period from January 1% till February 12th 2022

3.2 Complexity

For the extension, a total of 60 minutes is required to complete steps 1 through 4. The most
time-consuming task is step 1. In this step, measurement data must be retrieved, relevant
sensor values selected, a Unix timestamp created, the dataset prepared in the required
format and finally copied to the correct location. The following time estimates assume a
trained person working within established workflows and environments.

Step 1 (30 minutes):

This step is the most demanding because it requires multiple tools: architectural drawings to
identify the correct sensors, ThingsBoard to download the measurement values, Python to
create the Unix timestamp, and spreadsheets to organize the dataset for export.

Step 2 (15 minutes):

A spreadsheet is filled with data from each sensor along with equations to detect
unreasonable heat demand. This task again requires architectural drawings and
measurement data to ensure correct value assignments (care must be taken to avoid typos).
Once complete, a system description file is generated via a script.

Step 3 (10 minutes):

Specific flux files are created for data preparation within the InfluxDB database. Only the file
entries need to be extended (e.g., additional 4-hour averages and threshold values), making
the task manageable within 10 minutes. However, there is no feedback about if a typo occurs,
which can be problematic.

Step 4 (5 minutes):

This step involves changes and builds, independent of the number of measurement values.
Adjustments are made once in the Docker configuration file (e.g., measurement duration),
and the build process (“sudo docker-compose build”) is straightforward. In total, 5 minutes
are required.
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For expanding the demonstrator setup from 2 rooms to 4 rooms, we estimate a total of 90
minutes:

« Step 1: +15 minutes

« Step 2: +10 minutes

« Step 3: +5 minutes

To scale the process to the entire building with a total of 350 rooms and 14.951 m? building
space, it can be assumed that especially Step 2 (spreadsheet input) and Step 3 (InfluxDB data
files) can be optimized. Given standardized measurement data, these files should be
automatically generated. For the demonstrator, a detailed spreadsheet with sensor types,
locations, and measurement ranges was available, containing all required information. Such
documents are typically created in complex projects to provide an overview of the various
sensor values and types.

These documents are also convenient for facility managers, as spreadsheets are widely used
for documentation. Furthermore, 4-hour average values can be pre-calculated and imported
together with other data during Step 1.

If such measures are implemented and integrated into Step 1, the entire building could be set
up within one day.

3.3 General Performance of Extended PoC

The extended PoC with the additional room requires double the amount of time during the
initialization and the data ingestion is much slower. In combination with the longer time span,
the run time is around three times more (6 hours compared to 2 hours) and depends also on
the computational power of the used device.

4 Extensibility

Another crucial aspect is the extension of the system to handle new events and explanations.
In the PoC, only a very simple case was tested. However, the two explanations that were
handled in the PoC are, of course, not the only possible explanations when there is
significantly more heating energy consumed than usual.

In general, the thermal behavior of buildings is very complex. There are many different factors
that can cause room temperatures to be too high or too low, or lead to excessive energy
consumption. In addition to malfunctions in the building services themselves, the weather
and user behavior (e.g., the presence of more or fewer people than usual, significant
deviations in household electricity consumption in the rooms) also have a major influence.

In buildings that are heated in winter and cooled in summer, heating and cooling can also
neutralize each other, so that users enjoy a comfortable indoor climate, but too much energy
is still consumed.
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The SENSE method can be used to support facility managers in detecting malfunctions and
identifying possible sources of error. However, it is essential that the explanations are
checked by technical personnel.

The implementation of new explanations for malfunctions is quite complex due to the
complexity of the possible causes. In most cases, it is not sufficient to evaluate the values
from one or two sensors; instead, a whole series of values must be consulted and compared
with historical values when the building services are functioning normally.

The most complex part of this is that a precise logic must be developed to determine which
parameters decide which explanation for an undesirable phenomenon is most likely. This
often requires not only the current measurements from sensors, but also, for example, an
average value over a certain period, historical measurements, or even calculations or
simulations. A major problem here is that the sensor technology normally implemented in
buildings may not be sufficient. For example, buildings do not normally have window contacts
that indicate whether a window is open or closed. If this were the case, facility management
could be notified directly if a window was left open for too long, without the need for the
SENSE algorithm.

Buildings are also usually unique. The materials used, the orientation, and the size of the
windows have a major impact on energy consumption and user comfort. Therefore, the
methodology used to explain malfunctions must also be adapted to each single building.

In some cases, single-family homes, terraced houses, or sometimes even apartment buildings
that are built in large numbers are an exception. But even here, not every building can be
treated the same, as the orientation of the building (direction), the location (weather), and
user behavior will not be identical. Self-learning algorithms would be ideal for buildings.

5 Resilience

Evaluating system resilience is a crucial step in ensuring the reliable operation of modern
cyber-physical systems, particularly in buildings where large amounts of sensor data are
continuously collected and processed. Real-world environments are inherently uncertain:
sensors can fail, deliver values outside their expected range, or stop transmitting altogether.
In addition, communication networks may introduce delays or data loss, leading to
incomplete or outdated information for control systems.

In the scope, five representative test cases were carried out to assess resilience:

* Temporary outage of data acquisition — the complete loss of sensor data over a
defined period, simulating outages or communication breakdowns.

e QOut-of-range values — the sensor first delivered values below the defined minimum
(e.g., —100 instead of 0), followed by values exceeding the maximum (e.g., 200
instead of 100), to test the system’s ability to handle physically implausible inputs.

e Missing sensor value — the sensor value didn’t provide data for a period of time

* Missing sensor value and key — the sensor value didn’t show up for a period of time

e Invalid data type — the sensor provided an alphanumeric value (e.g., s1%) instead of
a numerical measurement, to evaluate how the system reacts to structurally
corrupted data.
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For each case an adapted measurement datafile (output_line_protocol.txt) was created. The
docker container of the influxDB database were newly built and checked in the influxDB
database. Then, the events were checked via GraphDB and visualised in a Python graph.

5.1 Temperature sensor failure

The measurement data from step 3.1 were modified in such a way that during the window
opening of Wingl4 between 7am and 11lam all measured values between 08am and 10am
are deleted. Since influxDB connects the last valid measurement points with a line, the
missing values are not directly visualised (see Figure 17). However, when opening the influxDB
instance and hovering over the line the nearest available measurement point is highlighted
making the two-hour gap indirectly visible.
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Figure 17 Measurement value of Wing14 in influxDB, test case missing sensors values from 08am to 10am.

This temporary outage doesn’t affect the SENSE system. Additionally, no change of the
opening state of Wing14 was observed in Figure 18.
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Figure 18: Visualization of GraphDB results with Plotly (Python) with the measurement outage

5.2 Outof range

In this setup, the measurement value of Wing14 (measurement range from 0 to 100) changes
during an opening from 07am to 11am. The change at 09am to a negative value of 100 lasts
30 minutes and the change later to positive 200 last 30 minutes. This change is clearly shown
in influxDB (Figure 19).
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Figure 19: Measurement value of Wing14 in influxDB with sensors out of range.

Now, we can see a change of the window opening state of Wingl14 (closed window event),
when the value is changed to negative 100. The value change later is not shown in
“openhourwindowEvent” in Figure 20 because it lasts only for 1 hour and 30 minutes. At
11am an additional closed window event was detected.
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Figure 20: Visualization of GraphDB results with Plotly (Python) with the condition sensor out of range

5.3 Missing a single sensor value

In this case, the measurement value of Wing14 is empty from 09am for 30 minutes. After this
period, the measurement value is set back to the original value. In the spreadsheet, this is
indicated with “Z1Wingl4 =". During the initialization, it appears that the SENSE system
cannot cope with this error. In Figure 21 the system shows the error: missing field value.

unable to ‘smartbuilding Aire 633,21 5=22.59,Z1TAir18=22.626,Z1Wing14=,Z11ing15=0,Z1Wing16= 1HeatB5P=0 1641260820000000000" :

unable to parse 'smartbuilding AmbTA -1.6, r 575, 21TA A g14=,71Hing15=0,Z1Wing16=0, Z1Heat0dP=0, 21Heat 05P=0 164 nissing fie

unable to parse 'smartbuilding AnbTA 75, i ! ,Z1Heat®4P=0,Z1Heatd5P=0 164 00000000 " : missing fie
'smartbuilding Am ir 7 22. i i ,Z1Heat04P=0,Z1} 5 missing
mar tbuilding AmbTALre1=-1.53
unable to martbuilding AmbTALr!
unable to martbuilding AmbTAir@1= AL 22. 9,711 5 0,Z1Heat®. Z1HeatB5P=0 16412011800000
unable to parse 'smartbuilding A 1 5 18=22.562,Z141 5 8,Z1Heatodp 0 1641261240000000008" :
unable to par uilding i 4,Z17A .575,Z1TALr18=22.5 i ; 16=0,Z1He t05P=0 1641201300000008000" :

ld value
unable t mar tbuilding ALrO1=- gié=, g15= ing t05P=0 1641201360000000000
teld value
martbuilding AmbTA’ . i 0,Z1Wi 1 P=0 1641201420000000000': ni
ield value

martbuilding AmbTAir® .3 5 .S 22.5 i 1 5P=0 1 480000000000 ': missing f

Figure 21: Error during initialization with missing value

Because of this error, the influxDB database cannot initialize fully and shows in Figure 22 only
the query smartbuilding but without any data. Consequently, no results are stored in the
GraphDB database.
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Figure 22: Empty influxDB database due to the missing measurement value

5.4 Missing of value and key

Now the measurement value and the key of Wing14 are empty from 09am for 30 minutes.
After this period the measurement value is set back to the original value. In the spreadsheet
this is indicated with “”. During the initialization, it appears that the SENSE system cannot
cope with this error. In Figure 23 the system shows the error: invalid field format and no
results are present in the GraphDB database.

unable to parse '
unable to parse ‘smartbuilding £
unable to parse 'smartbuilding A

unable to parse 'smartbuilding As
unable 2 ‘smartbuilding i

unable to 'smartbuilding i A 3=22. 5¢ g i z a 000 i ield format
unable to p "smartbuildi mbTALR r 574 s e field form

unable to pa 'smartbuilding A 5,2 8 Wi 5 F 04 3 2 000 i d format
unable 'smartbuilding A 22 i a i ield form

unable t 'smartbuilding ALre B: S i Z P - d format
unable to parse 'smartbuilding AmbTAL i : i 71t 13800008 d format
unable ‘smartbuilding AmbTALr . r : 9150, : t 41201 : ld field form
unable 2 "smartbuilding -1, 22.5 Air18=22 i 0,Z1Wing B, 2 0 Heat®5P= 6 0 L | id field form
unable rse 'smartbuilding AmbTALr A > ati 0 invalid field form

unable to pa tbuilding AmbTA .4 r15=22.568 /ing16 1 0 i i format
unable smartbuilding Aml r15=22.538 5 atoap: e 000 field form

unable to parse 'smartbuilding AmbTALr@1 1r15=22. 54 i .51¢ g15=0,Z1Wi ,Z1Heat@4p ) i field form
unable arse 'smartbuilding AmbTALre1: i 1 5P=2.6 16 20000000000' : invalid field form
unable t 'smartbuilding AmbTALre1=-1.4 ng16=0,Z1Heat84P=0,Z1Heatd5P=2.8 16412017880069 : invalid field forma

unable parse ‘smartbuilding AmbTAir@1=-1.333, 1r18=22.4 1Wing15=0,Z1Wing16=0,Z1Heat@4P=0,Z1Heatd5P=2.8 0000000000 : invalid field fo

unable to parse 'smartbuilding AmbTAir€ \{ ng15=0,Z1Wing16=0,Z1Heat® ,Z1Heatd5P=2.8 201900000000000' : invalid field

unable to parse ‘smartbuilding AmbTA »Z1TALr15=22 8=22. ng15=0,21King Z1Heat@4P=2.7,71Heat@5P=2.8 1641201960000000000': invalid field

unable to parse 'smartbuilding AmbTAir 1TALr15=22.53 i . i 5 I 1Heat@4P=2.7 t .8 1202020000060000' : in L ield fo

Figure 23: Error during initialization with missing value and key

5.5 Invalid data type

This test was performed, but due to the wrong data type no data can be found in the influxDB
database. This affects also the event-detection later on (due to missing data) and no results
are shown in the GraphDB database.
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5.6 Conclusion

The resilience tests demonstrated that the SENSE system remains robust when facing
temporary outages and out-of-range values, with event detection continuing to function
reliably. However, missing values, missing keys, or invalid data types proved critical: in these
cases, InfluxDB could not be initialized, resulting in no data being stored or analyzed in
GraphDB. This underlines the importance of ensuring data quality and consistency before the
data is ingested in the SENSE system. Future versions should include a quality check to warn
the user if the used measurement data are structurally corrupted or incomplete, to ensure
reliable event detection in real-world, error-prone environments.

6 Desirable Scenarios From a Facility Manager’s Perspective

In larger office buildings, it is usually the facility manager's job to ensure that the building
services equipment is operating properly. The focus is often not on energy efficiency, but
rather on ensuring that users have an acceptable indoor climate and that there are as few
complaints as possible.

It would be helpful for facility managers if, when problems arise, they were provided with the
most likely explanation so that the problem can be solved as quickly as possible. In terms of
energy savings, it would also be helpful if excessive energy consumption were automatically
detected and explanations for the excessive energy consumption were provided at the same
time.

6.1 Automated Implementation

In order to enable widespread use of SENSE technology, it is important that operation is made
as simple as possible for the facility manager. The implementation of the system and the
programming of explanations cannot be carried out by the facility manager. Ready-made
algorithms, which are then adapted to the respective building, should be created during the
planning process and implemented in the building automation system.

The implementation of a chatbot that the facility manager can communicate with in natural
language can be very helpful. It could be used to ask questions about the problems detected.
However, the malfunctions themselves should be reported automatically and sent to the
facility manager (e.g., by email or chat message).

6.2 Only Use Existing Measurement Technology
As mentioned above, no additional sensors should be necessary to generate malfunctions and
explanations.

For example, it would be helpful to develop an algorithm that can determine whether a
window is open and for how long it is based on changes in room temperature and outside
temperature. It should also be determined whether a window has already been closed again.
Brief openings for ventilation should not immediately trigger an alarm.
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6.3 Include Statistical Analysis

To support the detection of malfunctions and the generation of explanations, it would be
helpful if a statistical evaluation of “normal building behavior,” i.e., energy consumption and
comfort parameters, were to run in the background. This would allow the current values to
be compared with statistical values, leading to better results in fault detection.

In new buildings, a simulation of the building with building services could replace the
statistical values. Simulations could be used to determine the energy consumption to be
expected in the current weather conditions.
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7 Summary

This deliverable reports on the technical evaluation of the SENSE system in the smart building
domain. A proof-of-concept (PoC) was implemented to demonstrate how semantic-based
explanations can support the detection of anomalous events in building operation. The initial
setup focused on one room and a single event (excessive heating demand), which was further
extended to two rooms and additional scenarios.

The evaluation showed that the SENSE system is capable of reliably detecting anomalies such
as open windows or sensor malfunctions and providing explanations that correspond to
expert assessments. Usability aspects from a facility manager’s perspective highlighted the
potential of integrating explanations into daily building operation, while underlining the need
for automation and simple interfaces.

Scalability tests indicated that extending the system to more rooms is technically feasible but
currently requires significant manual effort. Steps such as data preparation, semantic
modeling, and database configuration are time-consuming and prone to errors. However,
once standardized data formats and automated workflows are introduced, the
implementation time can be significantly reduced. It is estimated that a whole building could
be set up within one day under optimized conditions.

Extensibility tests demonstrated that the system can be adapted to handle additional events,
but that creating robust explanatory logic is complex due to the variety of influencing factors
(building physics, user behavior, weather conditions). Additional sensor data or simulation-
based reference models could further improve the accuracy of explanations.

Resilience testing confirmed that the system can handle temporary outages and out-of-range
values but struggles with missing or invalid data formats. This points to the need for improved
error-handling mechanisms in real-world applications.

From the facility management perspective, three key requirements were identified: (1)
automated implementation to reduce manual setup, (2) reliance on existing sensor
infrastructure without costly new installations, and (3) inclusion of statistical or simulation-
based analysis to benchmark building behavior.

The SENSE system provides a promising approach to increasing transparency in smart building
operation by combining event detection with semantic explanations. The PoC results
demonstrate both the feasibility and the challenges of scaling such a system to real-world
building environments. Future work will focus on automation, robustness, and integration
into facility management workflows, thereby contributing to energy efficiency and
sustainability goals.
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